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What is hacking?

Hacking is the act of identifying and then
exploiting weaknesses in a computer system or
network, usually to gain unauthorised access to

personal or organisational data.
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Example 1

From: Claire Smith [mailto:claire.smith@silverdesigns.email]
Sent: 10 January 2023 12:17

To: Brian Young

Subject: FWD: RE: Legal/Consultancy fee overdue

Dear Brian,

Please pay the below asap and let me know once done
Regards.

Claire Smith
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eg Social engineering
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Example 1

From: Gareth Wilso

Sent: Tuesday, January 10, 20

Ta: Claire Smith

Subject: RE: Legal/Consultancy fee overdue

Hi Claire,

Further to our telephone conversation earlier find below the bank details for payment. Please ensure this is paid today.

SORT CODE: 19-12-06

ACCOUNT NUMBER: 52036971

AMOUNT: £12.109.00

REF: SD-0167

ABC LAW

eg Social engineering
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Example 1

From: Claire Smith [mailto:claire.smith@silverdesigns.email]
Sent: 10 January 2023 12:17

To: Brian Young

Subject: FWD: RE: Legal/Consultancy fee overdue

Dear Brian,

Please pay the below asap and let me know once done
Regards.

Claire Smith
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What is whaling?

Whaling is a highly targeted phishing attack - aimed at
senior executives - masquerading as a legitimate email.

Whaling is digitally enabled fraud through social
engineering, designed to encourage victims to perform a
secondary action, such as initiating a transfer of funds.

eg Social engineering
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| essons learnt

Email filtering—imposter checking, use enterprise class mail filters
User awarenesstraining
Check unusual transaction requests

eg Social engineering e, I User awareness training
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Example 2

YOU'VE BEEN
CARELESS WITH
MY DATA...

i S

I'VEGOT
ALLYOUR
DETAILS!

OUR
CLIENTIS
UPSET...

Solicitors Client Hacker

aa Social engineering @ Anti malware o, I User awareness training
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Lessons learnt

Fraudsters will do theirhomework and use open-source intelligence to gather information
Anti-malware must be installed and up to date

Don’t trust someone that rings you. Always ring back a trusted number

Perform regular user awareness training

ag Social engineering @ Anti malware ® 4 I User awareness training
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What is malware?

Malware is malicious software that is specifically
designed to disrupt, damage, or gain unauthorised
access to a computer system.

ag Social engineering @ Anti malware ® , I User awareness training
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Example 3

@ Backups h Passwords
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| essons learnt

* Not all attacks are targeted

* Check your backupsand have a plan

* Disableor delete old accounts

* Regqularvulnerability scans

* Admissionrules for MSP’s or providers
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Administrative access — what should you consider?

* Would a user account creation process help your organisation?

* Could you could create a set of rules around administrator accounts?

* Do you have a process for ensuring that employees do not use
administrator accounts for day-to-day activities?

ag Social engineering @ Anti malware ® , I User awareness training
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v
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Bring your own device policy
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| essons learnt

* Bring your own device policies

* Turn on two factor authentication
* No automatic logins

* Timed access, auto logout
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Have you enabled MFA on'all accounts?

* Additional protection
* Single use code via another device
* Single use code via authenticator app/token

* Additional considerations for businesses:
* A managed/enterprise device
* Anappon a trusted device
* Aphysicallyseparate token
* Aknown or trusted account

ag Social engineering @ Anti malware ® , I User awareness training
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encrypted!

Example 5
n

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail :

Write this ID in the title of your message :

In case of no answer in 12 hours write us to this e-mail :

You have to pay for decryption n Bitcoins. The price depends on how fast you wrie to us. After payment we will send you the tool that wil decrypt all
your files.

Free decryption as guarantee

Before paying you can send us up to 5 fies for free decryption. The total sze of files must be less than 4Mb (non archived), and files should not
contan valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bicoins is LocalBitcoins stte. You have to register, dick 'Buy bitcoins’, and select the seler by payment method and
price.

https:// y b

Also you can find other places to buy Btcons and begnners guide here:

Attention!

« Do not rename encrypted fies.

« Dn not trv tn decrunt vanire dara ncina thed nartv enfrware £ mav cance nermanent dara Inec

Managing user privileges @ Backups
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| essons learnt

* Never use a computer as an administrator

* Always install Windows/Application updates
* File permissions

* Mailfiltering

* Perform regularuser awareness training

* Check your backups

* Cloud backups

* Consider Cyber Liability Insurance
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Do you have a system for backing up your data?

* Cyber Essentials recommendation

* Your organisation is at risk of a cyber-attack, accidental damage or natural
disaster

* Regular backups crucial

ag Social engineering @ Anti malware ® , I User awareness training
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[Source: Jimmy Kimmel Live]
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Summary — our top 10 tips
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6. Anti
malware

e@

2. Social
engineering

O

7. Unsupported
operating
systems

i

3. Bring your own
device policy

8. Passwords

fyn

4. User
awareness
training

9. Managing
user privileges
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10. Backups



Cyber Essentials 2023

e Clarification onfirmware

* Third party devices

* Device unlocking

* Malware protection

* QGuidance on zero trust architecture
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FREE Vulnerability Scan for your organisation...

cHAT:add your contact details via this webinar chat \
EMAIL: owen.collar@intecbusiness.co.uk A R
CALL: 0345 565 1767
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Book your full Cyber Security Audit today...

CHAT:add your contact details via this webinar chat
EMAIL: owen.collar@intecbusiness.co.uk

CALL: 0345 565 1767
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Any questions?

Discover more at:
Intecbusiness.co.uk/cyberaudit



